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Definition of Resilience

Presidential Policy Directive - Critical Infrastructure Security and
Resilience

“The ability to prepare for and adapt to changing conditions and
withstand and recover rapidly from disruptions. Resilience includes the
ability to withstand and recover from deliberate attacks, accidents, or
naturally occurring threats pr incidents.”
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Problem Overview: Our Goals

Develop new tools, methodologies, and

algorithms to enable the design of resilient power

distribution systems—utility scale

Hardening/Resilience options
» Asset hardening
« System design ¥
« System operations
* Repair scheduling

0.8 A

« Emergency operations 0.6
0.4 -
Flexibility for the user ool

 User’s base network model
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* User-defined resilience metrics A
» User suggests upgrades

» User-defined costs

+ User-defined threat and scenarios
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Capabilities
» Assess current resilience posture

0.20

0.30

« Optimize over user-suggested upgrades to improve

resilience considering budget

uperdieu vy LUsS AIAITIUS Nalullal Security, LLU 101 NNDSA

0.40 0.

50

0.60 0.70 0.80 0.90 1.00
Duration
Source: Department of Energy, Office of Electrcity Delivery and Energy Reliability
Y ‘D%ﬂ

VAT



Problem Overview
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Today’s Talk
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Resilience Design Process Flow—System Model

Flexibility for the user
User’s base network model
User-defined resilience metrics, e.g.
critical load service
User suggests upgrades
User-defined costs
User-defined threat and scenarios
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Resilience Design Process Flow—Direct Impacts
Flexibility for the user
User’s base network model

Wind drag on cable and ice
/’\ create bending torques
User-defined resilience metrics, e.g. A

critical load service ——
User suggests upgrades
User-defined costs
User-defined threat and scenarios

Weight of cable and ice
create compressive stress
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Resilience Design Process Flow—Secondary
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Flexibility for the user
User’s base network model
User-defined resilience metrics, e.g. critical
load service
User suggests upgrades
User-defined costs
User-defined threat and scenarios

Capabilities
Assess current resilience posture

Optimize over user-suggested upgrade to
Improve resilience considering budget
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Resilience Design Process Flow—Design Network

* Hardening/Resilience options * Capabilities
— Asset hardening — Assess current resilience
— System design posture
— System operations — Optimize over user-suggested
— Repair scheduling upgrade to improve resilience
— Emergency operations considering budget
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Resiliency Model Details

« Distribution power system
» Power lines, loads, generation

« Hardening and Resilience
Options

 Distributed generation

A create bening torques
« 3-phase or 1-phase interties '
underground

« Add switches to:
» Reconfigure circuits

« Above ground or l | l S AT =l

Weight of cable and ice
create compressive stress
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Resiliency Model Details

« Damage Scenarios
» Historical data
* Probability distribution

« Operating and Resilience

Wind drag on cable and ice i
A create bending torques 1

Constraints
» Radial operations _.__al mmmmmm
« Load satisfaction l A T

Weight of cable and ice
create compressive stress

e Critical and non-critical load
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Optimization Model

minimize Zl-]-EE CijXij +ZUEE KijTij +ZiEN ke p; ¢

s
st X <x;,7 St < tu'

_xleQq - Z l_] = UIQ
kepij

1]0 +x1]1 = xl]

_(1 _Tz])sz —Zkep”ft = (1_.[5

Key Features

Kk
Z; + Dien Hilli + Xjje Qijtij

S<zFuf <y

8 Zkepi‘j fijs <fk"s Zkepi'jfij
Yoo fpyl 7Y |pij]
zF < MFy;
xj; = t;; when x is damaged
ks _ ,,s gk
I° =yid;

sk ks kt
09" =z + g
ks ks _
gi _li _Z]EN =0
0 <z’ <uizf
-l -
Lijes (xij +(1 —r,-]-)) s Is|-1
s s =S s —S
i >x,-j +Tij -1, xij SXU

ks k
ZiECL,kEpi li 2A'Eiea.,kem di

ZiEN\L,kEPi llks =04 z:l'eiv\l-JcEPi dtk
x,y,T,ut € {01}

Least cost design for a set of
scenarios

Three-phase unbalanced real power
flows

Enforces radial operations
Enforces phase balance tolerance

Discrete variables for load shedding
(per scenario), line switching (per
scenario), capital construction (first
stage)

Relaxes unbalanced 3 phase power
flows to a multi-commodity flow

Assumption/Justification: Radial
operations + Initial network is voltage
feasible, upgrades tend to move
loads closer to generation, which
improves voltage and lowers line
loading.




Optimization Model
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Optimization Model

« s . k k
minimize Y;iep CijXij + X jer KijTij T Xienkep; St 2 T Dien Hilli + Xijep Aijtij
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Optimization Model
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Optimization Model
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Optimization Model
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Optimization Model
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Optimization Model
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Optimization Model
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Optimization Model
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Optimization Model
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Optimization Model
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Algorithm Overview

Exact Algorithms

« CPLEX 12.6—n0 parameter tuning
« Difficult problem — 50-60k binary variables

« Decomposition
* Benders, Dantzig-Wolfe, Scenario

Heuristics

« Greedy
» Union of single scenario solutions
« Based on industry algorithms

« Variable Neighborhood Search
* Ruin and Recreate—hybrid of exact methods and local search
« lteratively relax variable assignments (ruin)

« Use exact method to find optimal variable assignments for relaxed variables, given
the fixed partial solution (recreate)
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Scenario Based Decomposition

Solve over all

ResilientDesign(S)«<— | damage scenarios

s « chooseScenario(S)<——| select 1 scenario

g = solveMIP(s) S——— | Design network for

- while (~F easible(o, S \s)) damage scenario 1

Is solution feasible for s = s U chooseScenario(S\s)

remaining scenarios
J / o — solveMIP(s)

If NOT, add an infeasible \ Find a new solution
scenario to the set under
consideration

Ilterate until solution is

feasible for all scenarios

/\ Outperformed other decomposition
) strategies—second stage influences

» Los Alamos feasibility, not optimality. Continuous
NATIONAL LABORATORY JNebAssIFIED investment variables also adds difficulty
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Variable Neighborhood Search

ResilientDesign(S, maxTime, maxRestarts, maxIterations)

[ ol? « Solve(P'P), 0" « o', restart « false ]v\
Solve the LP relaxation

while (t < maxTime and i < maxRestarts)

je< O

nelx€X:lo(x) —ol?(x)] # 0|

] < (my, 7y, .. tp) €EX 0 lo*(n;) — 0" (m)| < |o"(Mi41) — 0P (144)|
if (restart = true)

le=i+1
4n
?,k « |X| — step

shuffle(])

else

step «

n
step « E’k « |X| — step

while (t < maxTime and j < maxIterations)
o'« Solve(P(c",](1, ...k))
if (f(6") < f(e9)

o'« a',i « 0,restart « false,j « maxIterations

else
step
T . 3+ 01 . = 7 L. . .
Intuition: LP relaxation guides the
search procedure
» Los Alamos
NATIONAL LABORATORY UNCLASSIFIED
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Variable Neighborhood Search

ResilientDesign(S, maxTime, maxRestarts, maxiterations) Count differences between
ol « Solve(P'P), 0" « o', restart « false current best solution and
while (t < maxTime and i < maxRestarts) relaxation

j<0

[ ne|x€X:lo*(x) — ol (x)] # 0]

ey, g, ) €X 20 () — 02 ()] < 10" (iga) — 01 (i)
if (restart = true)

le=i+1

in
step <—7,k « |X| — step

shuffle(])

else
step « g,k « |X| — step

while (t < maxTime and j < maxIterations)
o'« Solve(P(a",](1, ...k))
if (f(e") < f(e)

o'« a',i « 0,restart « false,j « maxIterations

else Intuition: n is a parameter used to
I N Stﬁ control the size of the neighborhood.
Larger differences between the LP
relaxation and the incumbent solution
indicate that a larger neighborhood

» Los Alamos should be considered.
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Variable Neighborhood Search

ResilientDesign(S, maxTime, maxRestarts, maxiterations)
ol? « Solve(P'P), 0" « o', restart « false
while (t < maxTime and i < maxRestarts)
je< O
ne|x€X:lo’(x) —alP(x)] # 0]
[ ] « (my, 15, ---TI|1|) EX:|o"(m;)— ULP(”:'N < |o" (i) — ULP(Tfi+1)| ]
if (restart = true)

le=i+1
4n
step <—7,k « |X| — step
h l - -
| shuffle(J) Order variables by difference
else i
from LP relaxation

n
step « E’k « |X| — step
while (t < maxTime and j < maxIterations)
o'« Solve(P(a",](1, ...k))
if (f(e") < f(e)

o'« a',i « 0,restart « false,j « maxIterations

else

) g . step Intuition: Variables whose assignments
- differ from the LP relaxation have more
potential to improve the incumbent
solution.
» Los Alam
NA?OSNALLAaBORA'gR§ UNCLASSIFIED
: I y
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Variable Neighborhood Search

ResilientDesign(S, maxTime, maxRestarts, maxiterations)
ol? « Solve(P'P), 0" « o', restart « false
while (t < maxTime and i < maxRestarts)
je< O
ne|x€X:lo’(x) —alP(x)] # 0]
] ey, Ty, ) € X 20" (1) = 62 ()] < 107 (Wi41) — 02 (74|
if (restart = true)

le=i+1
in
step <—7,k « |X| — step
shuffle(])
else
step « g»" — |X| — step Compute best solution in
while (t < maxTime and j < maxIt tons) nelghborhood J(1 k)

o'« Solve(P(c",](1, ...k))
if (f(e") < f(o)

o'« a',i « 0,restart « false,j « maxIterations

else
. i\ 4. . Step Intuition: Ruin and recreate
» Los Alamos
NATIONAL LABORATORY UNCLASSIFIED
EST.1943
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Variable Neighborhood Search

ResilientDesign(S, maxTime, maxRestarts, maxIterations)

olP « Solve(P'?), 0" « o', restart « false

while (t < maxTime and i < maxRestarts)
j< 0
ne|x€X:lo’(x) —alP(x)] # 0]
] < my, My, myy) € X 20" () — 0P ()| < |07 (41) — 0™ (749)]

if (restart = true)

le—i+1

in
step @?,k « |X| — step

shuffle(])

else
n
step « E’k « |X| — step

while (t < maxTime and j < maxIterations)
o'« Solve(P(c",](1,...k))

if (f(a") < f(o)

o'« d',i « 0,restart « false,j « maxIterations

else
T .3 L1 I . Is 7St€p
Update best solution
» Los Alamos
NATIONAL LABORATORY UNCLASSIFIED
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Variable Neighborhood Search

ResilientDesign(S, maxTime, maxRestarts, maxIterations)

olP « Solve(P'?), 0" « o', restart « false

while (t < maxTime and i < maxRestarts)
je< 0
ne|x€X:lo’(x) —alP(x)] # 0]
] < my, Ty, ) €EX lo* () — o™ ()| < |o"(M41) — 02 (i40)|

if (restart = true)

le—i+1

in
step <—7,k « |X| — step

shuffle(])

else

Intuition: When a better solution is not
found, increase the size of the

while (t < maxTime and j < maxIterations) | neighborhood

n
step <—E,k « |X| — step

o'« Solve(P(a",](1, ...k))
if (f(e") < f(e)

o'« a',i « 0,restart « false,j « maxIterations

else
T . 1 1 I - I Stﬁ
Increase neighborhood size
» Los Alamos UNCLASSIFIED
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Variable Neighborhood Search

ResilientDesign(S, maxTime, maxRestarts, maxIterations)
ol? « Solve(P'P), 0" « o', restart « false
while (t < maxTime and i < maxRestarts)
je< O
ne|x€X:lo’(x) —alP(x)] # 0]
] < (my, 3, ---Tf|]|) EX:|o"(m;)— ULP(”:’N < |lo"(mi41) — ULP(Tfi+1)|
if (restart = true)

le=i+1
Shuffle ordering after restart

in
step « — ,k « |X| — step

d
shuffle(])

else

n
step « E’k « |X| — step

while (t < maxTime and j < maxIterations)
o'« Solve(P(a",](1, ...k))
if (f(e") < f(e)

o'« a',i « 0,restart « false,j « maxIterations

else
) 4 , step Intuition: Consider different sets of
variables to relax
» Los Alamos
NATIONAL LABORATORY UNCLASSIFIED
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Variable Neighborhood Search

ResilientDesign(S, maxTime, maxRestarts, maxiterations)
olP « Solve(P'?), 0" « o', restart « false
while (t < maxTime and i < maxRestarts)

je< 0

ne|x€X:lo’(x) —alP(x)] # 0]

] « (my, 15, ---Tf|]|) EX:|o"(m;)— ULP(”:’N < |lo"(mip1) — ULP(TTi+1)|
if (restart = true)

le—i+1

' Adjust neighborhood
[ step « %”,k « | X| — step }4—/ pa:ameter%
shuffle(])
else

n
[step <—E,k « |X| — step

while (t < maxTime and j < maxIterations)
o'« Solve(P(a",](1, ...k))

if (f(e") < f(a")

o'« a',i « 0,restart « false,j « maxIterations

else
) 4 , step Intuition: Neighborhood size is based
on differences between LP relaxation
and incumbent solution.
» Los Alamos
NATIONAL LABORATORY UNCLASSIFIED
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Variable Neighborhood Search with Decomposition

Solve over all

ResilientDesign(S)<— | damage scenarios

s « chooseScenario(S)<—— select 1 scenario

g — solveVNS(s) S——— | Design network for

- while (~Feasible(a, S\s)) damage scenario 1

Is solution feasible for s = s U chooseScenario(S\s)

remaining scenarios / o - solveVNS(s)

If NOT, add an infeasible \ Find a new solution
scenario to the set under
consideration

Ilterate until solution is
feasible for all scenarios

A
5 L’ojs Alamos
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Test Cases

Two base-model configurations—“Dense Urban” and “Sparse Residential”
Range of damage intensity—Light damage to Heavy damage

Different trade off between 1) distributed generation 2) new interties 3) hardening
Based on IEEE 34 (100 Scenarios, 109 nodes, 148 edges)

# Urban

Transformer
Bus
\ @ ciitical Load it g % i P e . & Source
Lirie IS IR B2 Sl ool % - Potential Microgrid
Potential Microgrid : By s - g Critical Load
() 3-phase 3 Y

0 s 7 7 . . ! Both CaseS . Potential Line
Po!entii;:: 4 : 7 ‘h - Three feedel‘S
S - 5.1 MW of total load

- 2.1 MW of critical load \li .




Assumptions

Distributed generators provide firm generation, e.g. natural gas CHP

Circuits or sections of circuits configured as trees

Loads and/or generators stay on the phases where they were installed

Costs...... (can be modified based on user specifications)
Device | Type Cost Range | Suggested cost Source
Cij overhead 3-phase $60k-5150k/mile $95k/mile State of
Ci overhead 1-phase $40k-$75k/mile $35k/mile Virginia Study on
Ci.j underground 3-phase $40k-$1,500k/mile $500k/mile || Underground Circuits
Ci.j underground 1-phase $40k-$1,500k/mile $100k/mile -
Ki.j automatic, 3-phase, overhead — $15k | Tom Bialek (SDG&E)
Ki.j automatic, 3-phase, underground — $30k -
Ki.j manual, 3-phase, overhead - $7.5k -
Ki,j manual, 3-phase, underground — $20k -
Ki.j automatic, 1-phase, overhead — $10k }
Ki,j automatic, l-phase, undereround — $25k -
Ki,j manual, 1-phase, overhead — S5 -
Ki,j manual, I-phase, underground - $15k -
Gi.j Natural gas CHP variable - $1,500k/MW EIA 2025 Study
Gi.j Natural gas CHP fixed — $500k

Operated by Los Alamos National Security, LLC for NNSA

ra;
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100 Scenarios are sufficient (empirically)

Solution quality doesn’t
change much

N
3]
=]
=]

20004 1 4

Solution changes slightly

1500

1000 [’

o
b=
=]

Optimum Objective Value

oo

\100

40

[
=1

o
(=1

Per Mile Damage Number of Scenarios

w
(=]

N
(=1

o
(=1

Number of Lines Hardened

(==

Residential
Problem

40

Per Mile Damage Number of Scenarios

» Los Alamos
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Algorithm Comparisons

Residential
Problem

CPU time

=
(5]
T

SBD

—_—

Budget

o

01 0.2 0.‘3 014 0.‘5 UTB Of? 0.8 0.‘9
Per Mile Damage

(=]

» Los Alamos
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3600 -

3400 -
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3200
3000 -

2800 -

2600 -
SBD
2400 - /\/v
2200 i i i i i i i i i i
0 0.1 02 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Per Mile Damage

Gaps widen as
problems become
larger
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Exact vs. Heuristics

Heuristic solution tends

3500 T T
:
. to match exact solution...
2500 € * v
o S
% @ 30~ i
= 2000 =2
o GREEDY § = HARDENED i
= o
GO_J\ 1500 - - 20- 4
8 0
1000 | g 13- ;
pd
10
500
BVNDS © A_LNES /\ /\
DO 0:1 02 0‘3 0.4 . 0‘5 0:5 DIT 0?3 0.9 1 00 0‘1 0‘2 013 0|4 0\5 0\6 0\7 U‘E 0‘9 .
Per Mile Damage ' ' ' Per'MiIe‘Damage ' '
3xﬂd
.
& . with less CPU time
© 2 %20—
E 15 E’ 18+
T 5
o o
1 O 16
w
ks
0.5 E I
' S
3 12+
BVNDS i ‘ Z
DO 01 02 03 04 . 05 06 07 08 09 1
: Per Mlle Damage 100 0!1 Dj2 0.‘3 0!4 . 0‘5 U!S 07 0.8 019 1
° LOS Alamos Per Mile Damage
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Exact vs. Heuristics

3500 T T

3000 -
2500 -
2000

GREEDY

1500

Objective Value

1000

BVYNDS

0 I I I I I I
0 0.1 02 03 0.4 05 0.6 07 08 0.9 1

Per Mile Damage

Why the objective

fluctuations?

35
o
@D
2 we-
2
5= HARDENED
G
L 20- i
QL
o]
£ i5- il
=
=
10
s LINES © SWITCHES
00 0:1 0.2 03 0?4 0?5 0‘6 U‘? U.‘E O‘B 1

Per Mile Damage

3 . . . .
25
-8 22+
©
: % 20+
@
o
£ 2
15 © 45t
3
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1 O 16
w
“
o
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05 a
E
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Exact vs.

3500

Heuristics

Switches... damage

., Tt raduces the need for
switches to enforce
; «eeny | Fadial operations
2 o0 N %
s /\/—/ SBD £
2 10
" BVNDS 5
DO 01 02 03Pe:."i\m|eufbarnogge DIT 0.8 09 1 0
T+ Timedow
E
5 15
5

* LOS AlaMmOS
NATIONAL LABORATORY
EST.1943

I I i
0.4 05 06 07 08 09 1

o LINES

L
a.1

24

Number of scenarios generated

r
[N}
T

20

L ' 1 I 1
0.2 0.3 0.4 05 [o:3 07 o]

Per Mile Damage

Per Mlle Damage 100 0!1 Dj2 0.‘3 0!4 0‘5 U!S 07 0.8 019 1
Per Mile Damage
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Resilience Criteria: Residential

Per Mile Damage

el
2
[ 0, ‘
T -
% vl
I 40
2 s
e |
— %+
=
O 25
.
o ¢ S
£ ,5L NS "
S0 T . 1
=z 02 T~ 095

04 i

—""09

06 T 5
g W

Per Mile Damage Critical Load Met

» Los Alamos

NATIONAL LABORATORY

Critical load parameter
drives solution more than
system damage... when
system is spread out

5 v
2000 ]

Per Mile Damage

Number of Scenarios Generated

Per Mile Damage
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Resilience Criteria: Urban

System damage more of
@
2 - -
g" a driver when network if
© 600
>
B more compact
oy — :
O 400 = ;
£ 2 4000
S 300 o
£ o 2000
a zog .
O
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Chance Constraints

Assess risk vs. cost

@
3 tradeoff
>
2 o "
5 £
ey = 44
© &
g O os
E
2 !
o) 4
Per Mile Damage Epsilon 10 Epsilon
Per Mile Damage
g
§ 50 §
3 © 70~
B g
© L 6|
% 40 - (D
» @ 50
B { g
E 30 H g 40
'S 254 : 8 30+
E 20y i g 20
£ 15 - o
é 1 0 8 1g>
[S
-
Z
Per Mile Damage Enslon . Epsilon
Per Mile Damage
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System interaction via MIST

. — SEIE]
| imisT |+ | .
S—/ ¥ localhost:9000/app# c ‘ Ig- Google p‘ B 3 A O Cr|t|CaI Load

|2 Most Visted { | Getting Started | | drivelT - webcam | | Electronic Software Di.. | | Suggested Sites | | Timeand Labor [ Travel (Concur) | | Web Sice Galery »

Generation

—  Damaged Lines

—— Hardened Lines

—  NEew Lines

—  Unbuilt New Lines

Switches
NATIONAL LABORATORY UNCLASSIFIED
EST.1943
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Future Work

Reference

E. Yamangil, R. Bent, S. Backhaus. Optimal Resilient Distribution Grid Design Under
Stochastic Events, AAAI 2015

Generalizations
«  Multi-Commodity Flow Relaxation

— Voltage and Reactive power are ignored.
— Initial network is voltage feasible, upgrades tend to move loads closer to
generation, which improves voltage and lowers line flows
— May not always hold
* No good/L-shaped cuts

» DistFlow formulation — derive a linearization of 3 phase formulation
— Gan and Low 2014

« Larger networks
— Graph-based decompositions

A
> L?s Alamos
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Algorithm Enhancements (example)

802 806

802 806

802 806

0.9

» Los Alamos
NATIONAL LABORATORY
EST.1943
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Algorithm Enhancements (example)

802 806
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Algorithm Enhancements (example)
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Algorithm Enhancements
A. Cutting plane algorithm

1. Solve the MILP based on the decomposition approaches. Let T; be a radial
network satisfying a scenario.

2. Solve the scenario base topology (T;) using a power flow solver (i.e.
GridLab-D) to obtain the voltage and reactive power profile.

3. If the voltage profile and line limits are within the prescribed bounds, the
MILP solutions satisfies the 3-phase AC power flow equations. Else,
augment the MILP with the following “no good” cut:

Disclaimer: Stronger cuts can be
Z < (|T1| — 1) derived when the details of the

underlying power flow equations are
€Ty known

where |T;| represents the number of edges in T}

B. Strengthening the power flow model

» Los Alamos

NATIONAL LABORATORY UNCLASSIFIED
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Long Term: Incorporate restoration

Updated System < Network Design <
Model Optimization
Response
Optimization
System Fragility i Damaged N . 3 Restoration > Compute
Model Model System Model Operations and Recovery Metrics

I /
/
/

: I ——=Pacific Northwest Storm '0§
Major Outage Events —Hurr. Ike '08

Percentage of Total ' I —\éVinter gtorm H
pring Storm '
I ——Hurr. Irene '"11
I e Summer Storm '12
= Sandy '12
I Winter Storm '13
Hurricane Gustav '08
/ ====Sandy No'easter '12
Hurricane Charley '04
/ Hurricane Frances '04
\ Hurricane Ivan '04
Hurricane Jeanne '04
Hurricane lsaac
emmmR epresentative Distribution

Utility
Priorities

Data-Driven
Damage Model

Base
Model

4

0.8

0.6 1

0.4

0.2 1
» Los Alamos
NATIONAL LABORATORY
EST.1943 0
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Restoration

Restoration Timeline

Example: Minimize the size and duration of a

2400 2600
1

2200
1

Minimize

2000
1

black out.

Combine grid operation requirements (restore
power as quickly as possible) with transportation
requirements (routing crews on a potentially
damaged road network)

g -
Power . . .
Flow & P. van Hentenryck, C. Coffrin, and R. Bent Vehicle Routing for the Last
Mile of Power System Restoration. 17th Power Systems Computation
' T ' ' Conference ( ), August 2011, Stockholm, Sweden.
0 500 1000 1500 2000
Time
Updated System | | Network Design |
Model h Optimization
Response
/ Optimization
System | Fragility | Damaged > . .| Restoration y| Compute
Model 7|  Model "|System Model Operations "landRecovery| |  Metrics
A A
/\
. Al .
NAQOSNAL u' Data-Driven

EST.1

Operated by |

Base Event
Model Distribution

Damage Model

Utility
Priorities
@S
YSE


http://www.pscc2011.net/

Restoration (only) Example—Applied To Transmission
Setting

>z

Initial  gEdeh e B

Outage = =~ = 2o -
Area N

EP Restoration
Bus
EP Restoration Generator
Bus Capacitor R
Generator Transmission Line : 3 e
Capacitor Transformer e
Transmission Line Service Area: S )
Transformer Percent Damage (%) \'
Service Areas 0 j
Percent Damage (%) @ 100
0 Partial | 01530 6 = 0
@& 100 .
R Restoration

>z

After 2
Weeks

Electric Power Model
Bus
Generator
Capacitor
Transmission Line
Transformer

EP Service Areas

Percent Damage (%)
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Beyond the End Goal—Resiliency Tool Suite

Presidential Policy Directive - Critical Infrastructure Security and Resilience

“The ability to prepare for and adapt to changing conditions and withstand and
recover rapidly from disruptions. Resilience includes the ability to withstand and
recover from deliberate attacks, accidents, or naturally occurring threats or

incidents.”

Decision support tool for critical
Inventory infrastructure disaster planning and
response, composed of
Cectoration Resient interconnected modules

> S Desien Today—Resilient deign to withstand
initial blow

Resiliency

End Goal— + System restoration to

capture recovery from initial blow

Restoration Emergency
Order Operations

Bevond the End Goal— = Inventory

Repair Crew and Emergency operation to
Scheduling prepare for events

» Los Alamos
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